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Revisions/amendments

This policy will be reviewed every three years or in response

Review date to relevant legislative changes.

1. PURPOSE

1.1  To outline how Tauranga City Council (the council) will comply with good practice,
transparency and accountability when it handles personal information (including
collection, storage, security, access, use, sharing, and disclosure), and to ensure that
it meets its obligations and responsibilities under the Privacy Act 2020 (the Act).

1.2  To provide guidance to ensure that all workers are aware of, and understand, their
responsibilities and obligations when handling personal information, to ensure
compliance with the Act.

SCOPE

2.1 This policy applies to all council workers who handle personal information in the
course of their work on behalf of the council, including the mayor, councillors and
persons appointed to council committees.

3. DEFINITIONS

Term Definition

IPPs All information privacy principles contained in s22 of the Act.
OoPC Office of the Privacy Commissioner.

Personal Defined in s7 of the Act and means any information about an
information identifiable individual.

Defined in s112 of the Act and means, in relation to personal
information held by the council:
e unauthorised or accidental access to, or disclosure, alteration,
loss or destruction of the personal information
¢ an action that prevents the council from accessing the
information on either a temporary or permanent basis.
These are a breach regardless of whether it:
e was caused by a person inside or outside the council
¢ s attributable in whole or in part to any action of the council
e is ongoing.

Privacy breach
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http://www.legislation.govt.nz/act/public/2020/0031/latest/LMS23223.html?search=ad_act__privacy+act+2020____25_ac%40bn%40rn%40dn%40apub%40aloc%40apri%40apro%40aimp%40bgov%40bloc%40bpri%40bmem%40rpub%40rimp_ac%40ainf%40anif%40bcur%40rinf%40rnif_a_aw_se&p=1
https://www.legislation.govt.nz/act/public/2020/0031/latest/LMS23376.html?search=ad_act__privacy+act+2020____25_ac%40bn%40rn%40dn%40apub%40aloc%40apri%40apro%40aimp%40bgov%40bloc%40bpri%40bmem%40rpub%40rimp_ac%40ainf%40anif%40bcur%40rinf%40rnif_a_aw_se&p=1
http://www.legislation.govt.nz/act/public/2020/0031/latest/LMS23312.html?search=ad_act__privacy+act+2020____25_ac%40bn%40rn%40dn%40apub%40aloc%40apri%40apro%40aimp%40bgov%40bloc%40bpri%40bmem%40rpub%40rimp_ac%40ainf%40anif%40bcur%40rinf%40rnif_a_aw_se&p=1#LMS23312
http://www.legislation.govt.nz/act/public/2020/0031/latest/LMS23502.html?search=ad_act__privacy+act+2020____25_ac%40bn%40rn%40dn%40apub%40aloc%40apri%40apro%40aimp%40bgov%40bloc%40bpri%40bmem%40rpub%40rimp_ac%40ainf%40anif%40bcur%40rinf%40rnif_a_aw_se&p=1

Privacy officer A council worker who has been delegated the responsibilities under
y s201 of the Act.
The council Tauranga City Council as an organisation, including any individual or

body acting on its behalf and the activities undertaken on its behalf.

Worker Any individual performing work for or on behalf of the council. This
includes all current employees (full time, part time, fixed term or
casual), contractors, sub-contractors, consultants, secondees, agents,
and volunteers. For the avoidance of doubt, this includes the mayor,
councillors, and persons appointed to council committees.

PRINCIPLES
4.1. The Act aims to promote and protect an individual’s privacy and give individuals more
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control over their personal information. This is achieved by applying the IPPs
contained in the Act that govern how the council should collect, handle and use
personal information.

POLICY STATEMENT
Information Privacy Principles

The council is committed to meet its obligations and responsibilities under the
Act by applying the IPPs.

The council will ensure appropriate processes and systems are in place to manage the
collection, storage, security, access, use, sharing and disclosure of personal
information.

Cultural Considerations

The council is committed to improving our understanding of culturally aligned practices
working in partnership with diverse communities to ensure respectful and inclusive
approaches to privacy.

Privacy Officers

The council appoints privacy officers who are responsible for ensuring:

¢ the council complies with the Act and the IPPs

¢ that a request for access to, or correction of personal information is handled
appropriately

o that privacy breaches are managed adequately and in a timely manner
the council works with the OPC when it investigates complaints.

A list of current privacy officers and specific roles will be published on the staff
intranet and updated as required.

Privacy Statement

The council publishes a general privacy statement on its website, providing
information about how the council handles personal information, its obligations and
individuals’ rights under the Act.

The general privacy statement will be reviewed annually, and whenever the council
introduces a new service or technology that materially changes how personal
information is collected, used, or shared.

Responsibilities

The council will provide the necessary information and training to ensure that all
workers are aware of their obligations regarding the Act.
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http://www.legislation.govt.nz/act/public/2020/0031/latest/LMS23683.html?search=ad_act__privacy+act+2020____25_ac%40bn%40rn%40dn%40apub%40aloc%40apri%40apro%40aimp%40bgov%40bloc%40bpri%40bmem%40rpub%40rimp_ac%40ainf%40anif%40bcur%40rinf%40rnif_a_aw_se&p=1

5.5.2 All workers:

5.6
5.6.1

5.6.2

5.6.3

(a) must promote and protect an individual’s privacy

(b) must be aware of and comply with, this policy, and any associated processes
and/or procedures

(c) must, before:

i. collecting, storing, using, sharing or disclosing personal information (or
changing a process on how this is done), or

ii. implementing a new, and/or changing an existing technology, project,
process, procedure or action that involves any personal information,

check the council is complying with the Act and all IPPs! and consider whether a
privacy assessment is needed

(d) must (where appropriate) complete a privacy assessment, (a Privacy Impact
Assessment or Brief Privacy Analysis), of any new proposal or a proposed
change that involves personal information which will:

e assess the proposal’s compliance with the Act and IPPs

e identify any privacy risks associated with the proposal

¢ identify how any risks can be mitigated or controlled (if possible)

e provide a record of the matter, actions and decisions made (which can be
amended as necessary)

(e) must be aware of what to do if they receive a request from an individual to access
and/or correct that individual’s personal information

(f) must be aware of what a privacy breach is, and what to do if they cause or
discover a privacy breach in accordance with the council’s Privacy Breach
Management Procedure

(g) must not browse/access personal information held by the council unless it relates
to their role and is required for work purposes. Unauthorised access or disclosure
will result in a privacy breach and may result in disciplinary action.

(h) must seek advice from the privacy officer when unsure.

Training and awareness

Workers will complete compulsory training when inducted and an annual refresher
thereafter, to ensure they have an awareness and understanding of:

the Act

e the council’s main responsibilities and obligations under the Act (including the
IPPs)

¢ the expectations of workers in relation to those obligations
what a privacy breach is, and what workers must do if they cause or discover a
breach or potential breach.

Further guidance on the council’'s and worker’s obligations and responsibilities under
the Act will be available on the council intranet (Insert Hyperlink).

Targeted training will be provided to specific workers/teams relevant to their role(s)
where they handle personal information.

1 A quick tour of the privacy principles provides an easy-to-read, two-page summary from the OPC.
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https://www.privacy.org.nz/assets/Privacy-Act-2020-content/20250326-A-quick-tour-of-the-privacy-principles.pdf

5.6.4 Privacy awareness raising activities will be provided regularly (when appropriate) to
reinforce the training programme by participating in campaigns such as the OPC'’s
Privacy Week and Cyber Awareness Week, and sharing insights from the council’s
privacy reporting such as lessons learned from privacy breaches and near misses.

5.7 Privacy Breaches

5.7.1 If a worker causes or discovers a privacy breach (or potential privacy breach), they
must immediately report it to their people leader and the privacy officer. The immediate
reporting of a privacy breach (or potential privacy breach) is crucial to minimising the
harm to the relevant individuals and to the council.

5.7.2 All privacy breaches will be managed in accordance with the council’s Privacy Breach
Management Procedure (Insert Hyperlink).

5.7.3 If a breach is assessed as likely to cause, or has caused, serious harm to an affected
individual(s) (Notifiable Privacy Breach), the council will notify the OPC within 72 hours
of becoming aware of a Notifiable Privacy Breach.

5.7.4 Affected individuals can complain to the OPC if they consider there has been
interference with their privacy.

RELEVANT DELEGATIONS

6.1 The chief executive or their nominee has delegated authority for the implementation of
this policy.

7. REFERENCES AND RELEVANT LEGISLATION

Local Government Act 2002

Local Government Official Information and Meetings Act 1987

Office of the Privacy Commissioner — A quick tour of the privacy principles
Office of the Privacy Commissioner — Privacy and CCTV Guide

Privacy Act 2020

Public Records Act 2005

8. ASSOCIATED POLICIES/PROCEDURES

Code of Conduct

CCTV Policy

Delegations Manual

Digital Services Acceptable Use Policy

Digital Services Bring Your Own Device (BYOD) Policy

Digital Services Generative Artificial Intelligence Policy

Digital Services Working from Home Guidelines

Fraud Prevention and Management Policy

Information Management Policy

Information Management Acceptable Use Procedure and Guidelines
Information Security Policy

Local Government Official Information Requests Policy

Local Government Official Information Requests Charging Policy
Management of Suspected Fraud Procedure

Performance Management and Disciplinary Policy

Privacy Breach Management Procedure

Privacy Statement(s)

Records Retention and Disposal Policy and Schedule
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